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Abstract
Increasingly, smartphones come embedded with more and more advanced biometric
recognition systems. The high quality embedded sensors capture the biometric data which
helps to get higher biometric recognition accuracy and security. On the other hand, these
sensors increase the cost in terms of battery usage, take up extra physical space also some
hardware cost. This paper investigates the reliability and effectiveness of fingerphoto verification system developed using a smartphone. Consequently, biometric samples can be
collected without the need for dedicated hardware, thus providing a cost-effective and reliable way to do biometric authentication. The focus of this paper is to study various
baselines to evaluate the readiness of the technology. To this extent, we present a comparison between three non-commercial baseline systems with one commercial system. The
commercial off-the-shelf (COTS) system shows the best performance of an equal error rate
of 6.08%.
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Introduction

Biometric characteristics have been used to verify and identify the individuals for a long time.
With the advances in technology, substantial research has been going on smartphone biometrics since today’s mobile phones contain critical data from users such as emails, personal and,
banking data. For smartphones, for a long time, the only viable authentication methods are
limited to pins and passwords. These methods are inconvenient as pins are often limited to
a small number of digits, and severely restrict the keyspace, thus making the system secure
only against low-effort adversaries while providing little security against advanced threats with
considerable knowledge and resources. This gives a system where user-friendliness decreases
as security increases and vice versa, effectively forcing people to choose weak passwords. As
the amount of personal and sensitive information people store on their phones go up, security
becomes increasingly important. Touch-based fingerprint recognition has been in use on smartphones for several years. However, there are some drawbacks to using traditional touch-based
sensors. It requires a dedicated sensor on the device which increases the cost of the device;
fingerprints can be deformed due to varying pressure, latent fingerprints can be extracted or
add noise to subsequent images. There is also a hygienic concern for touching a sensor as large
numbers of people may have come in contact with it.
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